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Pacific Time
Welcome & Registration
VISION KEYNOTE PANEL

Bridging the Gap between IT and the Business

Bridging the gap between business and technology is not easy and requires discipline and balance between technology, people, and the
business. For so many organizations today, technology is the business. Technology needs to be understood as a critical enabler in every
part of the organization from the front line to the back office. It creates new value by crunching data to deliver new insights, it spurs
innovation, and it disrupts traditional business models.

For business and technology leaders alike, new actions and behavioral changes can help their organizations make this shift. CIOs must
take responsibility for problems, they should convey that when technology fails, many people typically share responsibility.
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Application Security in a DevOps, Cloud and API
World

Security teams are challenged to modernize application security practices in light of accelerating shifts to DevOps delivery models and

rapid adoption of cloud-native application designs. Applications built on microservices (e.g. serverless, containers, APIs) and delivered
continuously are outpacing application security teams ability to secure them. CISOs need to consider new skills, new touch points and

new platforms to maintain a strong security posture in light of these trends and the speed at which they are re-shaping IT.
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Networking Break 2:55 PM-3:10 PM

PANEL 3:15 PM-4:10 PM
Cloud Security

The speed, flexibility, and scale of cloud computing has fundamentally transformed business operations and competitive dynamics. As
organizations accelerate innovation, an overwhelming majority of IT executives regularly cite security as the #1 challenge when operating
in the cloud. With adversaries increasingly targeting cloud services with both opportunistic and targeted attacks, how can security
leaders devise a multi-cloud security strategy that not only works with the business to enable agility but also protects vital corporate
secrets and customer data? Join the discussion as our panel examines cloud security challenges and potential countermeasures.
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DISRUPTOR 4:15 PM-4:30 PM

5 Steps to Securing ldentity and Access for
Everything in the Cloud

Identity and Access are under attack. The only way to protect the identity layer from risks and threats is to continuously monitor
identities, assets, access privileges, and activities across cloud environments.

Join Authomize Director of Sales Engineering David Bullas, to learn about the 5 steps you need to take to ensure that your Cloud Identity
and Access is secure and in compliance with standards and regulations. The session will review how security teams detect and mitigate
Identity and Access risks such as:

Excessive Access exposing what you build in AWS

Identity lifecycle risks including partial offboarding

IdP risks including password stealing and user impersonation
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The Explosion of API Security
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How do CISOs get the most out of APIs while [imiting the risk? 20 years ago the motives for hackers were website defacement and getting
your name on all those defacements. That was the point of hacking. Now, it’s all about monetizing the data you can steal. Just as cloud
computing initially seeped into organizations under the cloak of shadow IT, application programming interface (API) adoption has often
followed an organic, inexact, and unaudited path. IT leaders know they are benefiting from APIs, internal, via third parties, and often
outwardly exposed. They just don’t know where they are, how much they support key services, and how they’re being used, or abused! In
this session, we will discuss if APIs are meant to be exposed, and discuss if the startup's APl software companies are ready for the
explosion.
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Cloud Data Security

According to Gartner, 79% of companies have experienced at least one cloud data breach during the pandemic. But the migration of
critical business data to the cloud shows no sign of slowing. In fact, it’s accelerating. Yet, despite powerful trends and mounting threats,
traditional data security has simply not kept pace with the cloud. Security teams still struggle to even understand the reality of what
sensitive data they have in the cloud and its associated risks. This is not a sustainable status quo. Data is increasingly a business most
valuable asset. And until organizations can align around a shared Data Reality, cloud security will remain several steps behind intensifying
security threats and tightening data regulations.
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Closing Remarks 5:55 PM-6:00 PM
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